
	
	
	
	

 
 
 
 
 

ICT Acceptable Use Policy 
	
	
	
Signed by: 

 
 
Head Teacher      Date:11/09/2019 

 
Chair of governors      Date:11/09/2019 

 

Next review date:  

 

 Sept  2022 

School Governance: 

Responsibility of the Curriculum Committee 



	

1 Introduction 
 
The law regulates the monitoring of computer systems. In order to comply with the law, the school 
must have procedures for monitoring, ensure that monitoring is supervised by a senior manager and 
maintain a log of that monitoring 
 
This policy relates specifically to school employees/authorised users who use ICT equipment provided 
by the educational setting.  School Governors and Managers are asked to adopt this guidance and 
implement it throughout school 
 
The policy should be issued to employees as part of the documentation provided to all new staff on 
induction.  It should be read before using any ICT services.   
 
Employees are responsible for maintaining their awareness and complying with this policy and the 
Head teacher is responsible for monitoring compliance.  Any changes to this policy will be publicised 
to School Managers, and employees/authorised users. 
 
Any employee/authorised user discovering a breach of this policy, or who is in receipt of electronic 
mail or telephone call that appears to contravene the policy described below, should raise the issue 
with their line manager or Head teacher in the first instance. 
 
An employee/authorised user who is subject to and has received a copy of this policy and uses ICT 
services will be deemed to have consented to the monitoring of e-mail, Internet and workstations.  
Monitoring will be undertaken (without the consent of the individual) if a breach of this policy or other 
computer misuse is suspected. 
 
2 Purpose and Scope of this Policy 
 
This policy is for employees/authorised users in school settings and its purpose is to ensure that those 
who use ICT services, including e-mail, Internet, intranet, desktop, telephones and fax, do so in 
accordance with the setting’s business objectives and values.  This will assist the school in protecting 
employees/authorised users from inappropriate use of technology, protect the security of information 
held on systems and limit the opportunity for fraudulent use of technology.   
 
This policy applies to all school based employees/authorised users.  Relevant sections of this 
document should also form part of a contract for services for agency staff and consultants.   
Controlled use of ICT relies on a combination of responsible behaviour by users and the 
implementation of security features by ICT management and system owners.  The scope of this policy 
does not extend to the latter but refers only to the responsible use of ICT by employees/authorised 
users. 
 
All ICT users have a responsibility to use these resources safely, efficiently and in a professional and 
lawful manner 
 
The purpose of this policy is to: 
 
educate employees/authorised users about the legal framework and what, if any, legal risks they 
might inadvertently take; 
help protect employees/authorised users against potential claims, either claims against them or their 
school; 
notify employees/authorised users about any privacy expectations in their communications; 
clarify employee’s/authorised users rights in using the School ICT service for non work related 
activities; 
provide clear guidelines for employees/authorised users 
clarify the disciplinary rules relating to all use of ICT resources 
 



	

Headteachers/Line Managers should always seek advice from their HR Provider/Diocesan Officer 
when dealing with cases of inappropriate ICT use 
Terms used within this document 
 
Appropriate: activities listed are acceptable in terms of ICT use 
 
Inappropriate: activities listed as inappropriate may potentially lead to misconduct and disciplinary 
proceedings. In some cases this could lead to dismissal and legal action. 
 
It should be noted that examples given within this guidance are not to be considered as exhaustive 
lists. 
 
Contents of this guidance document: 
 
Section 3  Passwords 
Section 4 Use of e-mail 
Section 5 Use of internet 
Section 6 Use of telephones (including landlines, mobiles & blackberries) 
Section 7  Use of PCs, laptops & servers 
Section 8 Outline of the legal framework 



	

3 PASSWORDS 
 
The school is responsible for establishing and enforcing a password policy for its use of ICT. The 
Headteacher is responsible for establishing and enforcing a password policy on their systems based 
on the level of security required. Passwords are assigned to individual users of ICT systems to maintain 
security and the data that they contain. 
 
Appropriate: 
Using your own personal user account to carry out day to day work 
Providing your password on request, to your Head teacher or a person nominated by her/him for 
example if access was required should you be absent 
Compliance with the password policy for each computer system 
 
Inappropriate: 
Installing or using any other encryption software without the written permission of the Head teacher or 
a person nominated by her/him 
Requesting passwords personally assigned to other members of staff 
Using a session via another member of staff’s password 
Sharing passwords with other users. All employees/authorised users must take reasonable precautions 
to protect their passwords 
 
If employees/authorised users think that their username or password has been used without their 
permission, they must change the password and inform the Head teacher or Network Manager as 
soon as practically possible. The Head teacher will ensure that new employees/authorised users are 
issued with appropriate usernames and passwords.  When an employee/authorised user leaves their 
job, whether leaving the school or not, the Head teacher will ensure that all usernames and 
passwords for that employee are suspended as appropriate. 
 
4 USE OF E-MAIL 
 
Appropriate: 
Communication via e-mail in connection with your day to day work 
Occasional personal use during breaks, lunch hours, before or after the working day in your own time 
(where agreed by the Headteacher) 
Management access to employee’s/authorised users mail boxes where there is a legitimate need 
authorised by the Headteacher 
Unsolicited receipt of inappropriate e-mails (spam) to employees/authorised users account, however 
employees/authorised users must inform their line manager/Headteacher on receipt of such material 
All communications with pupils should be via a system approved by the school (currently many 
schools may use moodle) 

 
Inappropriate: 
Using e-mail for personal non work related communication during the working day, outside of break 
times (where use in break times has been agreed by the Headteacher) 
Forwarding chain e-mails 
Subscribing to non work related mailing lists 
Sending files with non work related attachments (e.g. video streams, audio streams or graphics) 
Sending e-mails or files which contain discriminatory, abusive, pornographic, obscene, illegal, 
offensive, potentially libellous or defamatory content 
Sending sensitive, confidential e-mail to unauthorised internal or external recipients 
Sending e-mails from another users account 
Sharing personal e-mail addresses with pupils 
Participation in forwarding or passing on messages or images designed to humiliate others, often 
known as ‘cyber bullying’ 
 
 



	

5 USE OF THE INTERNET 
 
Appropriate: 
Accessing work related websites as additional tools to carry out your day to day duties 
Accessing non work related websites for personal use during breaks, lunch hours, before or after the 
working day in your own time (where agreed by the Headteacher) with the exception of websites 
containing pornographic, offensive or obscene material 
 
Inappropriate: 
Accessing non work related websites for personal use during the working day including accessing 
social networking sites 
Making your personal internet access password available to others 
Downloading copyright material without the owner’s permission 
Making repeated attempts to access websites which have been automatically blocked by the 
school 
Downloading images, video or audio streams for non work related purposes 
Downloading or deliberately accessing sites displaying pornographic offensive or obscene material 
Accessing live internet feeds and leaving them open for example to collect news or sports results 
Accessing the internet via another users password 
Revealing or publicising confidential information 
Representing personal opinions as those of the school 
Soliciting for personal gain or profit 
Online gambling 
Participation in forwarding or passing on messages or images designed to humiliate others, often 
known as ‘cyber bullying’ 
Adding pupils from the school where staff work as ‘friends’ on social networking sites 
Attempting to bypass security systems 
 
Outside of the workplace: 
 
The Internet provides employees/authorised users with access to worldwide information services, 
bringing new opportunities for communication. With the increasing popularity of social networking 
sites thought should be given when publishing information about yourself. Employees/authorised users 
should be encouraged to ask themselves if they would feel comfortable about an employer, 
colleague, pupil or parent viewing their content on a social networking site. Profiles should be made 
private and consideration given as to who is added as ‘friends’. Consideration should also be given 
as to making ‘tweets’ available for public viewing and how employees would feel about an 
employer, colleague, pupil or parent viewing comments made on Twitter. 
 
6. USE OF TELEPHONES (INCLUDING LANDLINE & MOBILE & DEVICES) 
 
Appropriate: 
Personal calls with approval of your line manager/Headteacher 
Use of telephone for work related business 
 
Inappropriate: 
Allowing use of telephone by unauthorised users 
Personal calls without the approval of your line manager/Headteacher 
Personal use of mobile phones and blackberries during lesson times 
Use of telephones that could bring the school into disrepute 
Use of telephones to promote employee’s external private business 
Use of telephones to premium rate numbers 
Use of a hand held telephone whilst driving 
Participation in forwarding or passing on messages or images designed to humiliate others, often 
known as ‘cyber bullying’ 
 



	

7 USE OF ICT EQUIPMENT 
 
Appropriate: 
Storing school data 
Loading text, images, video or audio streams in connection with day to day work activities 
Storing limited amounts of personal data (where agreed by the Headteacher) 
 
Inappropriate: 
Loading unauthorised or untested software 
Allowing unauthorised users to access laptops used away from school  
Failure to keep laptops used away from school secure 
Storing confidential or personal data or information on removable media without adequate 
protection or encryption 
Deliberate, reckless or negligent introduction of viruses 
Storing personal material protected by copyright which has not been purchased 
Loading files containing pornographic offensive or obscene material 
Unauthorised use of Spyware 
 
8 THE LEGAL FRAMEWORK 
 
Computer use in the school setting is legally regulated, this includes the content of e-mail, or sites 
downloaded from the Internet; privacy issues, monitoring of communications and surveillance at 
work and employment relations.  Further legal advice should be sought, if appropriate, from 
Children’s Services HR or Legal Services. 
 
If the school monitors e-mails or scans for profanity/inappropriate content then the 
employee/authorised user should be warned of this in the policy. 
 
 
 
 
 
 


